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ABSTRACT

Biometrics has grown and is widely applicable toioaas works of life. It serves as a means of idamatiion,
verification, access control, crime control, amanbers. The distinctive feature of certain physigdal characteristics
such as fingerprint, face, retinal pattern, handngetry, iris pattern, has made it possible to afidynetrics in all works
of life. Institutions and organizations all oveettvorld are beginning to take advantage of thibrietogical innovation.
This technological innovation will be an establidlehannel that will support the new initiative bétFederal government
of Nigeria to ensure effectiveness and efficiennyrag her working force most especially in Nigeriaivérsity system
which is important for the enhancement and ensutetjcation to work, aids unbiased promotion oficgd employees,
increase productivity and above all enhance quétiayning outcome.Although there already exist l@tio attendance
system in some developed nations around the wbudtthe use is very limited across establishmentsiastitutions in
Nigeria as manual signing in of employee on attendausing hardcopy notebooks is much preferredrefbre this
workidentifiedsome of the challenges to the exgstaystem of manual attendance system such as.ul@@gcin time
record and proposed a tested prototype designvitlaimprove upon the existing attendance systemmider to foster

quality productivity Using Afe Babalola Universiais a case study.
KEYWORDS: Biometric, Employee Attendance
INTRODUCTION

Humans still remain the greatest and most invakialket to any organization in information gattgeend task
execution. And as such employees’ effectivenesspaonhptness to work becomes paramount to the adwagat of any
organization which cannot be overemphasized [SleA&tance is among the 10 employee work ethics walsed by
employers. Attendance can be quantified and veitmd employers keep employee attendance and teegeds. When
employers check references, they may ask abouhdatee. Poor attendance testifies that an employiedt be
insensitive to co-workers, unaccountable for resplities and uninterested in organization's swsf4]. Over the years,
manual method of taking attendance such as atteada&gister, hand ruled books and handwritten sigea have been
the order of the day in collecting attendance irstastablishments in Nigeria. This manual procgssrie consuming for

large organizations like the university communitgl&uch system is manipulative in nature.

According to Thomas Y, et al [4], Biometric timedaattendance system has brought more precise syetem
measure group or individual’s activities and atteme as well. This done when biometric attendangehime captures a
unique biological/physical feature such as handirger print, iris pattern and sometimes even vasea record for
identity verification and allows one to perform satiting that you are authorized to do. Biometricetiattendance

machines also count employees’ work schedule, Vikéich employee did what, and at what time did heitdcetc.
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Biometric attendance system is a foolproof techgplm ensure the accuracy of attendance and isilusethe ones who
deal with large number of employees and furthes tise biometric feature of finger print to autheate the claim of any

enrolled employee. It also provides an efficienyviar administrators to manage employee attendesward.
Brief Overview of Biometrics

The word “Biometrics” comes from the Greek words fife) and Metrics (to measure). Biometrics iscamated
method of recognizing a person based on a physaalbgr behavioral characteristic [7]. Among thatfe@es measured

are:

Facial Recognition This technology uses a digital video camera imaganalyze facial characteristics such as
the distance between eyes, mouth or nose. Thessuneesents are stored in a database and used t@apo®mijh a subject

standing before a camera.

Fingerprints: Fingerprinting or finger-scanning technologieghie oldest of the biometricsciences and utilizes

distinctive features of the fingerprint to identdy verify theidentity of individuals.

Hand Geometry: this is a form of biometric that uses the shapbamd for authentication and verification of a
person. A hand geometry reader measures a usewts dlang many dimensions and compere those measntgrto

measurements stored in a file.

Iris Recognition: this is a method of identifying people based aique patterns within the ring shaped region

surrounding the eye, the iris usually have diffex@iors with complex patterns that are visible mptose inspection.

In iris recognition, the identification processdarried out by gathering one or more detailed imaigthe eye
with a sophisticated digital camera and then complee iris pattern with images stored in a dataidgsemostly used in

security related applications.

Retina Pattern/ Scan retina -scan technology makes use of the retihéh is the surface on the back of the eye
that processes light entering through the pupitir@éScan technology is based on the blood vessttdérn in the retina of
the eye. The principle behind the technology is tha blood vessels at the retina provide a ungattern, which may be
used as a tamper-proof personal identifier. Sinfied energy is absorbed faster by blood vessdlse retina than by
surrounding tissue, it is used to illuminate thee egtina, Vein, and voice. Also the hand geometng ¢he voice

recognition. Other biometric modalities include Gaascular and facial thermography

These above mentioned biometrics or characteristies tightly connected to an individual and canhet
forgotten, shared, stolen or easily hacked. It uelig identify a person, replacing or supplementiraglitional security
methods by providing two major improvements: oneghiat personal biometrics cannot be easily stoled @vo, an
individual does not need to memorize passwordsodes. Biometric templates cannot be reverse-engdde recreate

personal information and they cannot be stolenusad to access personal information.

The Traditional systems to verify a person’s idgrdre based on knowledge (secret code) orpossedBicard).
However, codes can be forgotten or overheard, Bnchtds can belost or stolen, giving impostorspbssibility to pass
the identity test. The use of featuresinseparatien fa person’s body significantly decreases thesipdisy of fraud.

Furthermorebiometry can offer user-convenience amyrsituationsas it replaces cards, keys, and c¢tigls Any human
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physiological and/or behavioral characteristic banused as a biometric characteristic as long settiifies the following
requirements; Universality; Distinctiveness; Perarae; Acceptability; Collectability; However, inpeactical biometric
system (i.e., a system that employs biometricpérsonal recognition), there are a number of awres that should be
considered, including:Performance: This refershdchievable recognition accuracy and speed gdmurces required to
achieve the desired recognition accuracy and speedvell as the operationaland environmental factbat affect the

accuracy and speed.

A practical biometric system should meet the spetifecognition accuracy, speed, and resourcenagents, be
harmless to the users, be accepted by the intggmimalation, and be sufficiently robust to varioteutlulent methods and
attacks to the system.

How Biometrics Work
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Presentation  Preprocessing Exiraction Creation

Figure 2: How Biometrics Work culled From: Www.Biometrics.Gov

The Fingerprint

In 1823, the Czech Jan Evangelista Purkinje wadysig sweat glands in the hand and realized thevg® and
depressions that these sweat glands opened upéstoed to be unique to each individual. In the 18t century an
extremely reliable method of categorizing and idgimg marks in fingerprints was developed by Rich&dward. Henry
of Scotland yard also made advancements on a fingéng method and that was first brought forwhgdFrancis Galton
in 1892, and conducted experimental tests in tH#0'88 In the early 20th century, finger printingchene the method of
choice for police around the world. Today, fingémpng is the biometric method most people asseciden speaking

ofbiometrics (www.biometrics.goy. Fingerprints are patterns created by the elewvaif pores in lines, it is a pattern of

ridges and furrows on the fingertip. Each individibas unique fingerprints. The uniqueness of eadividual fingerprint
is exclusively determined by the local ridge che&edstics and relationships i.e. the ridges andofus as well as the
minutiae points. Minutiae points are local ridgeccteristics that occur at either a ridge bifuccabr a ridge ending.
Fingerprints, because of their uniqueness and ao#lated characteristics, are the most widely u&dughly accepted

biometrics. The various parts of a fingerprint sinewn below.[25]
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crossover
core
bifurcation

ridge ending

Figure 3: The Various Parts of a Fingerprint Culled from: www.biometrics.go\

Crossover or bridge a short ridge that runs between two parallel ric

Core — a Uurn in the ridge patter Bifurcation —a single ridge that divides into two ridgesRidgeliag — the
abrupt end of a ridge. Islanda-single smalridge inside a short ridge or ridge ending thatas connected to all ott

ridges. Delta — a ¥haped ridge meetin

There are several factors that can affect the tyuafifingerprints images, these include; manuatkyaeveathel
condition, contact ofinger with sensor, greasy or dirty finger, cutqyumds or bruises. All these have major or m
impact on the quality of fingerprint images. As IsLthe fingerprint algorithms procedudelivers the best match betwe
the template fingerprint and quefingerprint for genuine verification and autheation of enrolled individual While
fingerprint matching module computes a match sbeteeen two fingerprints, which should be highffogerprints from

the same finger and low for those from diffet fingers.

Fingerprint scanningAccording to Todd, (2002) Fingerprint scanning lie tacquisition and recognition of
person's fingerprint characteristics for identifica purposes. This allows the recognition of asparthrough quantifiae
physiological characteristics that verithe identity of an individual.There are basicalyotdifferent types of fing-
scanning technology that make this possible.Om isptical method, which starts with a visual ima§afinger and the
other uses a semiconductpenerated electric fielco image a finger. Both technologies will be emplbye this researc
to get quality images.ikgerprint algorithm [9].An algorithm as dogical stepwise procedure for solving a mathenah
problem in a finite number of steps often involvirgpetiion of the same basic operatiorhe fingerprint algorithms ai
developed to arrive at a procedure that deliveesbist match between the template fingerprint areygfingerprint foi
genuine verification and authentication of enroliedividuals. Fingerprint matching: [10]fingerprint matching modul
computes a match score between two fingerprint&chwédhould be high for fingerprints from the sarmgér and low foi
those from different fingers. Fingerprint matchirg a difficult patter-recognition prblem due to large intraclass
varigions (variations in fingerprint images of the saffireger) and large interclass similarity (simity between

fingemprint images from different fingers

Intraclass variations are caused by finger presandplacement—otation, translation, and contact e—with
respect to the sensor and condition of the fingehss skin dryness and cuts. Meanwhile, intercmsarity can be lare
because there are only three types of major fingerpatterns (arch, op, and whorl). Most fingerpri-matching
algorithms adopt one of four approaches: imageetation, phase matching, skeleton matching, anditiai@ matching

Minutiae-based repsentation is commonly use primarily Minutiae-based repsentation is comnnly used, primarily
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becauseForensic examiners have successfully rfliedinutiae to match fingerprints for more thaneatary. Minutiae-
based representation is storage efficient.The outrend in minutiae matching is to use local miaeitstructures to
quickly find a coarse alignment between two fingers and then consolidate the local matching tesatl a global level.
This kind of matching algorithm typically consigtEfour steps. First, the algorithm computes paeagimilarity between

minutiae of two fingerprints by comparing minutidescriptors that are invariant to rotation andgtation.

Next, it aligns two fingerprints according to theosh similar minutiae pair. The algorithm then eBshies
minutiae correspondence—minutiae that are closegmboth in location and direction are deemed tadreesponding

(mated) minutiae.

Finally, the algorithm computes a similarity scéoereflect the degree of match between two fingatprased
on factors such as the number of matching minutla percentage of matching minutiae in the oveilaparea of two

fingerprints, and the consistency of ridge courtteen matching minutiae.

STATEMENT OF PROBLEMS

Although biometric attendance system is not a irbt new area, the usage of this system is linmtest
government and private establishment still rely manual attendance register which can be fooled bthimal
party(impersonation). In other measure employesshptness effectiveness and efficiency at workeldeere is need to
grow in technological innovations. With this at datthe present attendance system has the folloghafienges: Manual
login of employee on attendance using hardcopyhuatks, Inaccuracy in time record,Less efficient affdctive way of
accessing employee dedication towards attendinds,wack of specific verification and authenticatitechnique, It is a

time consuming process.

The proposed system is intended to automate theopie system, where the process of attendancebwitione
with minimal use of pen and paper. It will embec thiometric feature of the finger print for autheation and
verification. In this process, the employees’ batedwill be enrolled in a database using the MyS®@tver, the data will
contain name, staff number, department etc. Eaghlagme’s finger print will be enrolled and mappedttie stored data.
On resumption, rather than write names and sigp)aaes will simply thumbprint on the available iscar and their data
will be verified with what s on the database. Ifriaitches any of the data, then the employee wilinaeked present for
work at that time for the day.The system will restwwvho accesses the database, make alteratioesyptyemployees who
have notified they won't be able to come to workl &am cases where the data cannot be retrievedaldarhage on the
finger, the staff umber of the employee will bedise access the employee’s data. By so doing, ribigoged system will
simplify the process of attendance taking in Nig&sniversities. It will standardize attendance ngksystem to the present
day increase accuracy in attendance taking. Aral\&i$ minimize the cases of proxy attendance siitideas a biometric

verification feature at its core.

Objective of the work: The aim of this work is toadyze the necessary requirements and design aebiiom
employee attendance system using the finger prattainwhich will enable storage of employee’s bitadand verified to

generate periodic report when requested.
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METHODOLOGY

The methodology used in this work involves the gdtiy of facts about the existing system. The psepaf this
is to thoroughly analyse it in order to identifyetmefficiencies associated with the existing sysend determine the
requirement analysis for the proposed system. Pleeiic methods used in collecting data about megoénts in the
proposed system are more than one so as to ascactairate results and a comprehensive investigakioey include oral
interview and Use of questionnaire. The oral inemwisbasically to get the detail on the currerdtsgn in use and how it
can be improved upon, while the questionnaire sgied to collect the bio data of lecturers in depant of physical and
mathematical sciences, Afe Babalola Universityaatdom. The questionnaire required the employedtl o bio-data

about themselves and some information relatinge¢cobjective of this work.

The proposed system requirement specification: Bdsc requirements for the development of the mego
system include the software, hardware and accompgrgols. For Hardware Requirements are: U.AREBiOmetric
device with graphic LCD (Liquid Crystal Display),nger print module, Memory and buttons, UninteragpbtPower
Supplies (UPS) Switch Cables and Accessories EBatdtc.computer system with minimum of RAM: 512MBe&essor:
Intel Pentium Hard disk: 20GB Software Requiremémttude: U.ARE.U 4500 series starter SDK (softwdeselopment
kit). The front-end interfaces will be developedngslava for its object oriented nature and MySQivesefor database

creation at the back end.
INPUT AND OUTPUT DESIGN OF THE SYSTEM

The parties involved in the implementation of tHeAS are basically the User (Administrator)and timepioyee.
The input and output of each are interrelated auweract at certain stages of the implementatiogy tre described as
follows:The Administrator is responsible for segtithe portal open for attendance taking. This isedoy securely logging
into the system using user name and password. nfhasi are the user name and password that lauachssr to other
pages to administrate as an output.The admin dsial®lved in enrolling, the input here are the &gpe passport, the
fingerprint and the employee data. The output fapkment is the storage of all the data being coréd with a message

of “enrollment successful”.

The verification phase is basically the phase whieeeattendance is taken. The input for the veiion is the
employee fingerprint, and the output is the matghionfirmation which include the employee detaill @aved passport,
alongside a flag for successful verification.In te@ort phase, the input is the employee Identif}h the start and end

date for which report is required. The output &atistical representation of;
* Number of days office opened
*  Number of times present:
*  Number of times absent:
* Percentages:

e Comment
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DATA FLOW MODEL

The conceptual diagram represents the processsas @& activities, it shows the data transformatibrshows
how the input to the process, such as how the Byaplenrolment and finger matching details is staméulthe database.

The data flow diagram takes an input-process-outjmt of the system.The flowchart diagram is aesenf shapes each

representing process, data, input, output, deciasi@hend/ start. This is a sequence or flow of dataepresented in the

software application.

Ve
Datahase

Approve

Enrollment and metching

Figure 4: Conceptual Diagram for Biometric EmployeeAttendance System (BEAS)

Figure 5: The Proposed System Data Flow Diagram

SOFTWARE STRUCTURE

The software has been divided into five parts fonpdicity and understanding.Database: This sectiorthe
structure of com.bio.Database, this section dedlls the collection, storage and retrieval of daftae database server

structure which is in the table below:
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Tablel: Structure of Database
The structure is composed of files that hold thia dd each employee with the following tablesAgéteAdance

Record,Audit,Department,Level,Marital Status,Progfrogram,Session,SexUsers
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Table 2: Table Representing Age

Configuration: This section takes the form of coimdonfig. it is meant to basically read files aamt hold the
application root. The Core: this section is in foem of com.bio.core it interacts with all the das including the main
engine and co-ordinate between all other classégEfhis section contains object oriented claséed will be used in

configuration. It also contains records of empleydReport: This section is basically the reportegation section, where
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employees’ attendance performance can be obtdifged the package com.bio.report
THE SOFTWARE INTERFACE
The software interface is designed to have six Hiype.

The hyperlinks are listed briefly below: Home: dtthe log in page and also grants access to dtfler to an

authorized user that has being registered andhedsg in access which include the secure user rzamigpassword.

Biometric Attendance
A e A ot
Stuart Russsl

Peter fiorvig

History of Biometrics

Philosophical Foundations ‘Secure Login

Figure 6: Home Page Screen Shot

Users This is the link that an administrator gains &ascto once logged in. It is the link that has thef for
adding new users, and setting a user active fodalyeto administer the function required for thg.d& user cannot act as
an administrator if he is not set as active.To adgser, simply log in and fill in the detail of thser as required in the
form, then click on “create user”. The fingerpriot an administrator is not required for registrati®nce a user is
registered, he can have a record in the databasa password can be set for the user to have atwésg in, while the

email address remains the user name.

—

e ot et Catn o s s

Figure 7: User Creation and Activation Page
Enrollment link: the enroll link is the link thaaries on with enrollment. Enroliment is the pracegcapturing a
fingerprint image(s) for an individual, extractifiggerprint features, optionally checking for dualfes, and storing the
fingerprint features.
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Figure 8: Enroll Page with an Employee’s Scanned Rgerprint

Verify: (figure 8)This page is the page that can be tdrthe attendance taking page. it involves Compaaging
fingerprint against a specific user’s enrolled &ngrint(s) to verify a specific person’s identi9pening a session means
the day has begun for employees and each empleyetake attendance on resumption by verifying dwend against the
fingerprint.Attendance is taken by clicking on thetton that reads “CAPTURE FINGER PRINT” at thet lebttom of the
window. If the finger print matches with the recandhe database, the image and bio data of théoge s retrieved and
shown on the provided field in the window. Then @ssage flags reading “verification successfulth# fingerprint does
not match, the message will indicate “no recordnffu At the end of the attendance taking period tleg day, the
administrator closes the session by clicking onlithton “Close Verification Session”. This indicatet the attendance
taking for the day has ended and every other ereploserifying afterwards is not going to be in tleeard because

attendance has closed.

(\

4 Session Operations ) User Details

© Your finger print

W0 DG VET

Figure 9: The Verification Window
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Reports. The report page is reached by clicking the “R&gdink on the interphase.To generate a reporafor
employee, the employee user name (set as the pimféilled os selected from the drop down giventba page, then the
start date and end date for the report is seldojedlicking “Start date” and “End date " respectiveOnce the date

required is filled, the next is to get report bicking “show report”.

The report for the user is automatically generated the number of times present and absent is shwhmding
the percentage and comment. The report can benafiiiqorinted. The last link is the “Log Out” wheomes the session is
over or its not needed it can be ended. The lalsti$i the “Log Out” where ones the session is @rats not needed it can

be ended.
 Saete

@ Passport o User Details

HO DMAGE

4 Arendance Record

Figure 10: Reports Page for an Employee with Starand End Date

To ensure the confidentiality, integrity and aviilily among other objectives of information setyrithe home

page puts a check on those who gain access tyshensto administrate. This maintains the integoityhe system and

data.
Secure Login
Username |.=cr" n
Password |n|u
Login | Clear |

Figure 11: Secure Login

The password is not in plain text. It is hashe@; dfgorithm is SHA-256. The passwords cannot blerstid a
hacker breaks into the database. False requelsbisrénimized by ensuring that a session can oglpjpened and closed
once in a day, more so, a user log in detail espirken the system is left idle after every 15 mésutence, login in will
require access detail before actions can be takéh(False Acceptance Rate ) is greatly reduceckfsction of unknown

finger record with a flag of information as shown:
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Figure 12

CONCLUSIONS

The time attendance system has been one of the aphcations of the biometric technology. It hasaj

advantages such as authenticity and accuracy, vibighmajor backbone in any field requiring idenéfion. Fingerprint

recognition, is also an established field of biaimeetTherefore the use of biometric employee attewng system will

support the new initiative of the Federal governhwriNigeria to ensure promptness, effectiveneskedficiency among

her working force which is important for the enhament and ensuring dedication to work, aids undiggemotion of

dedicated employees, increase productivity and alally enhance quality learning outcome. It will bE immense

importance and usefulness to the development o$atiety at large.
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